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I. STATEMENT OF WORK 

A. SCOPE 

The project is intended to assess the vulnerability of and risks to the District’s 
Information Technology (IT) environment.    Specifically including the District’s 
business and administration systems and excluding the Internal Control Systems. This 
would include: evaluating internal controls and operating procedures; determining 
whether adequate safeguards are in place to secure and maintain vigilance of District 
data, communications, and facilities; and establishing a baseline for the District’s 
compliance with the Center for Internet Security’s Critical Security Controls (CSC20). 
 
Specifically the awardee will evaluate the procedures and conduct testing in the areas 
described below; develop recommendations for mitigating any risks or control 
weaknesses identified; and provide recommendation for implementing CSC20 controls: 

1. Internal and external 

2. Sensitive and critical applications 

3. Network configuration 

4. Data/traffic monitoring and detection 

5. Security administration 

B. PROPOSER QUALIFICATIONS  

1. Proposer Minimum Qualifications 

a. Proposer, Proposer’s principal, or Proposer’s staff shall have demonstrated 
the requisite experience, knowledge, and expertise to conduct a 
comprehensive vulnerability assessment and have knowledge of CSC20 
controls and/or NIST 80053 standards. 

b. Proposer shall possess all permits, licenses, and professional credentials 
necessary to perform services as specified under this RFP. 

C. SPECIFIC REQUIREMENTS 

Project Scope 

To assess security of the District’s Information Technology (IT) environment, evaluate 
internal controls and procedures, and ensure general safeguards are in place to secure and 
maintain vigilance of District data, communications, and facilities. Specifically, evaluate 
the procedures and conduct testing in the areas described below and develop 
recommendations for mitigating any risks or control weaknesses identified. 

Internal and external access 
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Evaluate the adequacy of the controls over internal and external access points. The 
vendor will determine the level of exposure to threats by conducting penetration testing 
in order to identify and mitigate control weaknesses. This should also include conducting 
vulnerability scans to detect control weaknesses in the District’s network, applications, 
systems, and facilities. The vendor should demonstrate experience and expertise utilizing 
various scanning products (Appscan, Nessus, Nipper, Rapid7, Retina, Qualys, etc.) in 
identifying actual or potential vulnerabilities and/or control weaknesses. 

Sensitive and critical applications 

Identify and assess all applications used to develop, process, or transmit critical, 
confidential, or sensitive information (i.e., critical applications), whether on or off the 
District’s Network, for compliance with password configuration, change controls, and 
other protocols to ascertain any vulnerabilities.  

Network configuration 

Evaluate the District’s network configuration (i.e., how server, router, firewall interfaces 
are established) to ensure servers that house critical applications are properly configured 
to ensure transmission and/or exchange of information is adequately secured, that 
integrity is maintained, and adequate safeguards are in place to prevent compromise. This 
should include development and review of a comprehensive network topology diagram 
with all interfaces and connections; an assessment of the appropriateness of network 
devices in relation to their intended use; and review of the physical accessibility which 
could result in exposure to unwarranted penetration, including use of IPads and laptops 
for remote access.  

Data/traffic monitoring and detection 

Assess the detective/monitoring controls that have been established to identify attempts 
to infiltrate the network devices and applications. Specifically, to evaluate scanning tools 
used by District staff to detect and restrict internal or external penetration attempts and 
the procedures employed to identify and address threats. This should include evaluating 
the follow up actions taken by staff to address issues that have been identified as a result 
of monitoring efforts (i.e., database security project “punch list”). 

Security administration 

Review the District’s IT security organizations,  role in identifying, responding to and 
mitigating internal and external threats, confirm that it has clearly defined and properly 
established roles and responsibilities, and that sufficient security training and education to 
promote employee vigilance is conducted. Establish a baseline of compliance with 
CSC20 that can be used as a benchmark for progress in future assessments. 

Methodology and Approach 

Proposals should include: 
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• A description of the approach that will be used to conduct an assessment in each 
of the scope areas. 

• A list of the staff that will be utilized to conduct the review and a description of 
the experience and background in the performing assessment in the areas 
identified.  

• A description/list of the information and/or resources required from EBMUD in 
order to conduct the review. 

• Project schedule including timelines for completing each of the scope areas and 
estimated number of hours to complete each area. 

• Total project budget. 

D. DELIVERABLES / REPORTS  

A written report containing: 

1. A summary description of the methodology and approach including the tools used 
to complete each of the listed elements of the project scope.   

2. The results of tests performed and the conclusions reached based on the results. 

3. A list of the potential risks, control weaknesses, or exposures identified during the 
review and recommendations for addressing each. 

4. An overall assessment of the District’s IT control environment including District 
compliance with National Institute of Standards and Technology (NIST) Critical 
Infrastructure Protection (CIP) standards. 
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II. CALENDAR OF EVENTS 

EVENT DATE/LOCATION 
RFP Issued April 25, 2019  
Response Due May 17, 2019 by 4:00 p.m. 
RFP Review and Selection Date May 24, 2019 
Anticipated Contract Start Date June 8, 2019 
Anticipated Duration Approximately 16 weeks 

 
Note: All dates are subject to change. 

Proposers are responsible for reviewing https://www.ebmud.com/business-
center/requests-proposal-rfps/ for any published addenda. Hard copies of addenda 
will not be mailed out. 

 
III. DISTRICT PROCEDURES, TERMS, AND CONDITIONS 

A. RFP ACCEPTANCE AND AWARD  

1. RFP responses will be evaluated by the Selection Committee and will be scored 
and ranked in accordance with the RFP section entitled “Evaluation 
Criteria/Selection Committee.”   

2. The Selection Committee will recommend award to the Proposer who, in its 
opinion, has submitted the RFP response that best serves the overall interests of 
the District. Award may not necessarily be made to the Proposer with the lowest 
overall cost.   

3. The District reserves the right to award to a single or to multiple General or 
Professional Service Providers, dependent upon what is in the best interest of the 
District. 

4. The District has the right to decline to award this contract or any part of it for any 
reason. 

5. Any specifications, terms, or conditions issued by the District, or those included in 
the Proposer’s submission, in relation to this RFP, may be incorporated into any 
purchase order or contract that may be awarded as a result of this RFP.  

6. Award of contract. The District reserves the right to reject any or all proposals, to 
accept one part of a proposal and reject the other, unless the bidder stipulates to 
the contrary, and to waive minor technical defects and administrative errors, as the 
interest of the District may require. Award will be made or proposals rejected by 
the District as soon as possible after bids have been opened. 
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B. EVALUATION CRITERIA/SELECTION COMMITTEE 

All proposals will be evaluated by a Selection Committee. The Selection Committee may 
be composed of District staff and other parties that have expertise or experience in this 
type of procurement. The Selection Committee will select a Proposer in accordance with 
the evaluation criteria set forth in this RFP. The evaluation of the RFP responses shall be 
within the sole judgment and discretion of the Selection Committee. 

The Selection Committee will evaluate each RFP response meeting the qualification 
requirements set forth in this RFP. Proposer should bear in mind that any RFP response 
that is unrealistic in terms of the technical or schedule commitments, or unrealistically 
high or low in cost, will be deemed reflective of an inherent lack of technical competence 
or indicative of a failure to comprehend the complexity and risk of the District’s 
requirements as set forth in this RFP. 

The Evaluation Criteria are as follows:  

 Evaluation Criteria 
A.  Technical Expertise: 

In each area described below, an evaluation will be made of the probability 
of success of and risks associated with, the RFP response: 
1. Technical Expertise – A description of the background, experience, and 

qualifications of proposed staff in conducting and reporting 
comprehensive IT vulnerability assessments. 

2. Process Description – A complete description of the evaluation approach 
including anticipated tests to be conducted. 

B.  Cost: 
 

While not reflected in the Cost evaluation points, an evaluation may also be 
made of: 
1. Reasonableness (i.e., does the proposed pricing accurately reflect the 

Proposer’s effort to meet requirements and objectives?); 
2. Realism (i.e., is the proposed cost appropriate to the nature of the 

products and services to be provided?); and 
C.  Implementation Plan and Schedule:  

An evaluation will be made of the likelihood that the Proposer’s 
implementation plan and schedule will meet the District’s expectations.   

D.  Oral Presentation and Interview: 
In the event it is deemed necessary finalist may be called upon for verbal 
presentations.  If this is deemed necessary the interview will consist of 
standard questions asked of each of the Proposers and specific questions 
regarding the RFP response. 
 

E.  Understanding of the Project: 
RFP responses will be evaluated against the RFP specifications and the 
questions below: 
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1. Has the Proposer demonstrated a thorough understanding of the purpose 
and scope of the project? 

2. How well has the Proposer identified pertinent issues and potential 
problems related to the project? 

3. Has the Proposer demonstrated that it understands the deliverables the 
District expects it to provide? 

4. Has the Proposer demonstrated that it understands the District’s time 
schedule and can meet it? 

F.  Contract Equity Program: 
Proposer shall be eligible for SBE or DVBE preference points if they are a 
certified small business entity, as described in the guidelines contained in 
Exhibit A-Contract Equity Program, and they check the appropriate box, 
requesting preference, in Exhibit A-Proposer Information and Acceptance. 
Qualified DVBEs and/or SBEs will receive an additional 5 points to their 
total score.  

 
C. PRICING  

1. All prices quoted shall be in United States dollars. 

D. INVOICING  

1. Payment will be made within thirty (30) days following receipt of a correct 
invoice and upon completion of the final report. 

IV. RFP RESPONSE SUBMITTAL INSTRUCTIONS AND INFORMATION 

A. DISTRICT CONTACTS 

All contact during the competitive process is to be through the contact listed on the first 
page of this RFP. The following persons are to be contacted only for the purposes 
specified below:   

FOR INFORMATION REGARDING TECHNICAL SPECIFICATIONS: 
Attn:  Barry Gardin, Internal Auditor Supervisor 
EBMUD - Office of Internal Audit   
E-Mail:  barry.gardin@ebmud.com 
PHONE:  (510) 287-0384 
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FOR INFORMATION ON THE CONTRACT EQUITY PROGRAM: 
Attn: Contract Equity Office 
PHONE:  (510) 287-0114 

 
AFTER AWARD: 
Attn:  Barry Gardin, Internal Auditor Supervisor 
EBMUD - Office of Internal Audit   
E-Mail:  barry.gardin@ebmud.com 
PHONE:  (510) 287-0384 
 

B. SUBMITTAL OF RFP RESPONSE 

1. Late and/or unsealed responses will not be accepted.  

2. RFP responses submitted via electronic transmissions will not be accepted. 
Electronic transmissions include faxed RFP responses or those sent by electronic 
mail (“e-mail”). 

3. RFP responses will be received only at the address shown below, must be 
SEALED, and must be received at the District Purchasing Division by 4:00 p.m. 
on the due date specified in the Calendar of Events. Any RFP response received 
after that time or date, or at a place other than the stated address cannot be 
considered and will be returned to the Proposer unopened. All RFP responses must 
be received and time stamped at the stated address by the time designated. The 
Purchasing Division's timestamp shall be considered the official timepiece for the 
purpose of establishing the actual receipt of RFP responses. 

4. RFP responses are to be addressed/delivered as follows: 

Mailed: 
Kelley Smith, Manager of Purchasing 
East Bay Municipal Utility District 
Information Technologies Vulnerabilities Assessment 
EBMUD–Purchasing Division 
P.O. Box 24055 
Oakland, CA  94623 

 
Hand Delivered or delivered by courier or package delivery service:  

Kelley Smith, Manager of Purchasing-EBMUD 
East Bay Municipal Utility District 
Information Technologies Vulnerabilities Assessment 
EBMUD–Purchasing Division 
375 Eleventh Street, First Floor 
Oakland, CA  94607 

 
Proposer’s name, return address, and the RFP number and title must also 
appear on the mailing package. 
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5. Proposers are to submit one (1) original hardcopy RFP response (Exhibit A – RFP 
Response Packet, including Contract Equity Program forms and all additional 
documentation stated in the “Required Documentation and Submittals” section of 
Exhibit A), all with original ink signatures.  

Proposers must also submit an email copy of their RFP response to 
barry.gardin@ebmud.com, with their hardcopy RFP response Package. The email 
copy should be in a single file (PDF) format, and shall be an exact copy of the 
original hard copy Exhibit A – RFP Response Packet, Contract Equity Program 
forms and all additional documentation stated in the “Required Documentation 
and Submittals” section of Exhibit A. 

6. All costs required for the preparation and submission of an RFP response shall be 
borne by the Proposer.  

7. California Government Code Section 4552:  In submitting an RFP response to a 
public purchasing body, the Proposer offers and agrees that if the RFP response is 
accepted, it will assign to the purchasing body all rights, title, and interest in and to 
all causes of action it may have under Section 4 of the Clayton Act (15 U.S.C. Sec. 
15) or under the Cartwright Act (Chapter 2, commencing with Section 16700, of 
Part 2 of Division 7 of the Business and Professions Code), arising from purchases 
of goods, materials, or services by the Proposer for sale to the purchasing body 
pursuant to the RFP response. Such assignment shall be made and become 
effective at the time the purchasing body tenders final payment to the Proposer. 

8. Proposer expressly acknowledges that it is aware that if a false claim is knowingly 
submitted (as the terms “claim” and “knowingly” are defined in the California 
False Claims Act, Cal. Gov. Code, §12650 et seq.), the District will be entitled to 
civil remedies set forth in the California False Claim Act.   

9. It is understood that the District reserves the right to reject any or all RFP 
responses.  

C. RESPONSE FORMAT  

1. Proposers shall not modify any part of Exhibits A, B, C, or qualify their RFP 
responses. Proposers shall not submit to the District a re-typed or otherwise 
re-created version of these documents or any other District-provided 
document.  

2. RFP responses, in whole or in part, are NOT to be marked confidential or 
proprietary. The District may refuse to consider any RFP response or part thereof 
so marked. RFP responses submitted in response to this RFP may be subject to 
public disclosure. The District shall not be liable in any way for disclosure of any 
such records.  
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   EXHIBIT A 
RFP RESPONSE PACKET 

RFP For – Information Technologies Vulnerabilities Assessment 
 
To: The EAST BAY MUNICIPAL UTILITY District (“District”) 
 
From:   

(Official Name of Proposer) 
 
RFP RESPONSE PACKET GUIDELINES 
 
 AS DESCRIBED IN SECTION IV- RFP RESPONSE SUBMITTAL INSTRUCTIONS 

AND INFORMATION, PROPOSERS ARE TO SUBMIT ONE (1) ORIGINAL 
HARDCOPY RFP RESPONSE WITH ORIGINAL INK SIGNATURES, ONE COPY, 
AND ONE (1) EMAIL COPY CONTAINING THE FOLLOWING, IN THEIR 
ENTIRETY: 

o EXHIBIT A – RFP RESPONSE PACKET 
 INCLUDING ALL REQUIRED DOCUMENTATION AS DESCRIBED IN 

“EXHIBIT A- REQUIRED DOCUMENTATION AND SUBMITTALS” 
 

 PROPOSERS THAT DO NOT COMPLY WITH THE REQUIREMENTS, AND/OR 
SUBMIT AN INCOMPLETE RFP RESPONSE MAY BE SUBJECT TO 
DISQUALIFICATION AND THEIR RFP RESPONSE REJECTED IN WHOLE. 

 
 IF PROPOSERS ARE MAKING ANY CLARIFICATIONS AND/OR AMENDMENTS, 

OR TAKING EXCEPTION TO ANY PART OF THIS RFP, THESE MUST BE 
SUBMITTED IN THE EXCEPTIONS, CLARIFICATIONS, AND AMENDMENTS 
SECTION OF THIS EXHIBIT A – RFP RESPONSE PACKET. THE DISTRICT, AT ITS 
SOLE DISCRETION, MAY ACCEPT AMENDMENTS/EXCEPTIONS, OR MAY DEEM 
THEM TO BE UNACCEPTABLE, THEREBY RENDERING THE RFP RESPONSE 
DISQUALIFIED. 

 
 BIDDERS SHALL NOT MODIFY DISTRICT LANGUAGE IN ANY PART OF THIS 

RFP OR ITS EXHIBITS, NOR SHALL THEY QUALIFY THEIR RFP RESPONSE.  
 

 
Exhibit A  
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               PROPOSER INFORMATION AND ACCEPTANCE 
 
1. The undersigned declares that all RFP documents, including, without limitation, the RFP, Addenda, and 

Exhibits, have been read and that the terms, conditions, certifications, and requirements are agreed to. 

2. The undersigned is authorized to offer, and agrees to furnish, the articles and services specified in 
accordance with the RFP documents. 

3. The undersigned acknowledges acceptance of all addenda related to this RFP.  List Addenda for this 
RFP on the line below: 

Addendum # Date 

  

  

  

  

  

 

4. The undersigned hereby certifies to the District that all representations, certifications, and statements 
made by the Proposer, as set forth in this RFP Response Packet and attachments, are true and correct and 
are made under penalty of perjury pursuant to the laws of California. 
 

5. The undersigned acknowledges that the Proposer is, and will be, in good standing in the State of 
California, with all the necessary licenses, permits, certifications, approvals, and authorizations 
necessary to perform all obligations in connection with this RFP and associated RFP documents. 

6. It is the responsibility of each Proposer to be familiar with all of the specifications, terms, and conditions 
and, if applicable, the site condition. By the submission of an RFP response, the Proposer certifies that if 
awarded a contract it will make no claim against the District based upon ignorance of conditions or 
misunderstanding of the specifications. 

7. Patent indemnity:  General or Professional Service Providers who do business with the District shall 
hold the District, its Directors, officers, agents, and employees harmless from liability of any nature or 
kind, including cost and expenses, for infringement or use of any patent, copyright or other proprietary 
right, secret process, patented or unpatented invention, article, or appliance furnished or used in 
connection with the contract or purchase order. 

8. Insurance certificates are not required at the time of submission. However, by signing Exhibit A – RFP 
Response Packet, the Proposer agrees to meet the minimum insurance requirements stated in the RFP. 
This documentation must be provided to the District prior to execution of an agreement by the District, 
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and shall include an insurance certificate which meets the minimum insurance requirements, as stated in 
the RFP.  

9. The undersigned acknowledges that RFP responses, in whole or in part, are NOT to be marked 
confidential or proprietary. The District may refuse to consider any RFP response or part thereof so 
marked. RFP responses submitted in response to this RFP may be subject to public disclosure. The 
District shall not be liable in any way for disclosure of any such records.    
 

10. The undersigned Proposer hereby submits this RFP response and binds itself to the District. The RFP, 
subsequent Addenda, Proposers Response Packet, and any attachments, shall be used to form the basis 
of a Contract, which once executed shall take precedence.  

11. The undersigned acknowledges ONE of the following (please check only one box)*: 

 Proposer is not an SBE nor a DVBE and is ineligible for any Proposal preference; OR 

  Proposer is an SBE or DVBE as described in the Contract Equity Program (CEP) and Equal 
Employment Opportunity (EEO) Guidelines, and has completed the CEP and EEO forms at the 
hyperlink contained in the CEP and EEO section of this Exhibit A. 

*If no box is checked it will be assumed that the Proposer is ineligible for Proposal preference and none 
will be given. For additional information on SBE/DVBE Proposal preference please refer to the Contract 
Equity Program and Equal Employment Opportunity Guidelines at the above referenced hyperlink. 

Official Name of Proposer (exactly as it appears on Proposer’s corporate seal and invoice):         
 
Street Address Line 1:         
 
Street Address Line 2:         
 
City:        State:        Zip Code:        
 
Webpage:        
 
Type of Entity / Organizational Structure (check one):  

  Corporation   Joint Venture 

  Limited Liability Partnership   Partnership 

  Limited Liability Corporation   Non-Profit / Church 

  Other:        
 
Jurisdiction of Organization Structure:         
 
Date of Organization Structure:        
 
Federal Tax Identification Number:        
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Department of Industrial Relations (DIR) Registration Number:        
 
Primary Contact Information: 
 

Name / Title:        
 
Telephone Number:        Fax Number:        
 
E-mail Address:        

 
Street Address Line 1:         
 
City:        State:        Zip Code:        
 

 
SIGNATURE:   
 
Name and Title of Signer (printed):        
 
Dated this        day of        20       
 

 
Exhibit A  
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REQUIRED DOCUMENTATION AND SUBMITTALS 
 
All of the specific documentation listed below is required to be submitted with the Exhibit A – 
RFP Response Packet. Proposers shall submit all documentation, in the order listed below, and 
clearly label each section of the RFP response with the appropriate title (i.e. Table of Contents, 
Letter of Transmittal, Key Personnel, etc.). 
 

 
1. Key Personnel: RFP response shall include a complete list of all key personnel associated with 

the RFP. This list must include all key personnel who will provide services/training to District 
staff and all key personnel who will provide maintenance and support services. For each person 
on the list, the following information shall be included: 

  
(a) The person’s relationship with the Proposer, including job title and years of employment 

with the Proposer;  
(b) The role that the person will play in connection with the RFP; 
(c) The person’s telephone number, fax number, and e-mail address;  
(d) The person’s educational background; and 
(e) The person’s relevant experience, certifications, and/or merits 

 
2. Description of Project Approach:  Description of the methodology and approach from 

conducting the assessment.  
 

3. Implementation Plan and Schedule:  Detailed schedule for completion including estimated 
dates for completing tests and reporting results. 
 

4. References:  
 
 
(a) Proposers must use the templates in the “References” section of this Exhibit A – RFP 

Response Packet to provide references. 
(b) References should have similar scope, volume, and requirements to those outlined in these 

specifications, terms, and conditions. 
 Proposers must verify the contact information for all references provided is current 

and valid. 
 Proposers are strongly encouraged to notify all references that the District may be 

contacting them to obtain a reference. 
(c) The District may contact some or all of the references provided in order to determine 

Proposer’s performance record on work similar to that described in this RFP. The District 
reserves the right to contact references other than those provided in the RFP response and 
to use the information gained from them in the evaluation process. 
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5. Contract Equity Program: 
 

(a) Every proposer must fill out, sign, and submit the appropriate sections of the Contract 
Equity Program and Equal Employment Opportunity documents located at the hyperlink 
contained in the last page of this Exhibit A.  Special attention should be given to 
completing Form P-25, "Employment Data and Certification". Any proposer needing 
assistance in completing these forms should contact the District's Contract Equity Office 
at (510) 287-0114 prior to submitting an RFP response. 
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  REFERENCES  
 

RFP For - Information Technologies Vulnerabilities Assessment 
 

Proposer Name:        
Proposer must provide a minimum of three references. 

Company Name:       Contact Person:       
Address:       Telephone Number:       
City, State, Zip:       E-mail Address:       
Services Provided / Date(s) of Service:       

 
Company Name:       Contact Person:       
Address:       Telephone Number:       
City, State, Zip:       E-mail Address:       
Services Provided / Date(s) of Service:       

 
Company Name:       Contact Person:       
Address:       Telephone Number:       
City, State, Zip:       E-mail Address:       
Services Provided / Date(s) of Service:       
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CONTRACT EQUITY PROGRAM & EQUAL EMPLOYMENT OPPORTUNITY 
 
The District’s Board of Directors adopted the Contract Equity Program (CEP) to enhance equal opportunities 
for business owners of all races, ethnicities, and genders who are interested in doing business with the District. 
The program has contracting objectives, serving as the minimum level of expected contract participation for the 
three availability groups: white-men owned businesses, white-women owned businesses, and ethnic minority 
owned businesses. The contracting objectives apply to all contracts that are determined to have subcontracting 
opportunities, and to all General or Professional Service Providers regardless of their race, gender, or ethnicity. 
  
All Contractors and their subcontractors performing work for the District must be Equal Employment 
Opportunity (EEO) employers, and shall be bound by all laws prohibiting discrimination in employment. There 
shall be no discrimination against any person, or group of persons, on account of race, color, religion, creed, 
national origin, ancestry, gender including gender identity or expression, age, marital or domestic partnership 
status, mental disability, physical disability (including HIV and AIDS), medical condition (including genetic 
characteristics or cancer), genetic information, or sexual orientation.  
 
Contractor and its subcontractors shall abide by the requirements of 41 CFR §§ 60-1.4(a), 60-300.5(a) 
and 60-741.5(a). These regulations prohibit discrimination against qualified individuals based on their 
status as protected veterans or individuals with disabilities, and prohibit discrimination against all 
individuals based on their race, color, religion, sex, sexual orientation, gender identity, or national origin 
in the performance of this contract. Moreover, these regulations require that covered prime contractors 
and subcontractors take affirmative action to employ and advance in employment individuals without 
regard to race, color, religion, sex, national origin, protected veteran status or disability. 
 
All Contractors shall include the nondiscrimination provisions above in all subcontracts. 
Please include the required completed forms with your proposal. Non-compliance with the Guidelines may 
deem a proposal non-responsive, and therefore, ineligible for contract award. Your firm is responsible for: 
 

1) Reading and understanding the CEP guidelines. 
 

2) Filling out and submitting with your bid the appropriate forms. 
 
The CEP guidelines and forms can be found at the following direct link: 
Contract Equity Guidelines and Forms 
 

The CEP guidelines and forms can also be downloaded from the District website at the following link: 
 http://ebmud.com/business-center/contract-equity-program/  
  
If you have questions regarding the Contract Equity Program please call (510) 287-0114. 
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   EXHIBIT B 
INSURANCE REQUIREMENTS 

 
 
Insurance certificates are not required at the time of submission; however, by signing Exhibit A – RFP 
Response Packet, the Proposer agrees to meet the minimum insurance requirements stated in the RFP. 
This documentation must be provided to the District, prior to award.  
 
For any coverage that is provided on a claims-made coverage form (which type of form is permitted 
only where specified) the retroactive date must be shown and must be before the date of this 
Agreement, and before the beginning of any Services related to this Agreement. 
 
The insurance requirements under this Agreement shall be the greater of (1) the minimum coverage and 
limits specified in this Agreement; or (2) the broader coverage and maximum limits of coverage of any 
insurance policies or proceeds available to the Named Insured. It is agreed that these insurance 
requirements shall not in any way act to reduce coverage that is broader or that includes higher limits 
than the minimums required herein. No representation is made that the minimum insurance 
requirements of this Agreement are sufficient to cover the obligations of the CONTRACTOR. 
The following are the minimum insurance limits, required by the District, to be held by the GENERAL 
OR PROFESSIONAL SERVICE PROVIDER performing on this RFP:    
 
INSURANCE  
 
 A. Insurance Requirements 

 
GENERAL OR PROFESSIONAL SERVICE PROVIDER shall take out and maintain during the 
life of the Agreement all the insurance required in this section, and if requested shall submit 
certificates for review and approval by the District. The Notice to Proceed shall not be issued, 
and GENERAL OR PROFESSIONAL SERVICE PROVIDER shall not commence work until 
such insurance has been approved by the District. The certificates shall be on forms approved by 
the District. Acceptance of the certificates shall not relieve GENERAL OR PROFESSIONAL 
SERVICE PROVIDER of any of the insurance requirements, nor decrease the liability of 
GENERAL OR PROFESSIONAL SERVICE PROVIDER. The District reserves the right to 
require GENERAL OR PROFESSIONAL SERVICE PROVIDER to provide insurance policies 
for review by the District. 

 
 B. Workers Compensation Insurance 
 

GENERAL OR PROFESSIONAL SERVICE PROVIDER shall take out and maintain during the 
life of the Agreement Workers Compensation Insurance for all of its employees on the project. In 
lieu of evidence of Workers Compensation Insurance, the District will accept a Self-Insured 
Certificate from the State of California. GENERAL OR PROFESSIONAL SERVICE 
PROVIDER shall require any subcontractor to provide it with evidence of Workers 
Compensation Insurance. 
Waiver of Subrogation. Workers’ Compensation insurance must contain a waiver of subrogation 
endorsement providing that each insurer waives any rights of recovery by subrogation, or 
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otherwise, against the DISTRICT, its directors, officers, officials, agents, volunteers, and 
employees.  CONSULTANT shall defend and pay any damages as a result of failure to provide 
the waiver of subrogation from the insurance carrier. 
 

C. Professional Liability Insurance (Errors and Omissions) 
 

GENERAL OR PROFESSIONAL SERVICE PROVIDER shall maintain during the life of the 
agreement professional liability insurance with a minimum of $2,000,000/Occurrence. A three 
year tail is required if coverage on a claims‐made basis. A deductible may be acceptable upon 
approval by the District. The policy will provide 30 days advance written notice to the District 
for cancellation or reduction in coverage. The Consultant shall require any subcontractor to 
provide evidence of the same professional liability insurance coverage. 
 
If Coverage is written on a claims-made form, the following shall apply: 

 
1. The retroactive date must be shown, and must be before the date of the Agreement or the 
beginning of the Services. 
2.  Insurance must be maintained and evidence of insurance must be provided for a minimum of 
three (3) years after completion of the Services. 
3.  If claims-made coverage is canceled or non-renewed, and not replaced with another claims-
made policies form with a retroactive date prior to the effective date of the Agreement, 
CONTRACTOR must purchase an extended period of coverage for a minimum of three (3) years 
after completion of the Services. 
 

D. Cyber Liability Insurance 

Cyber Liability Insurance, with limits not less than $2,000,000 per occurrence or claim, 
$2,000,000 aggregate. Coverage shall be sufficiently broad to respond to the duties and 
obligations as is undertaken by GENERAL OR PROFESSIONAL SERVICE PROVIDER in this 
agreement and shall include, but not be limited to, claims involving infringement of intellectual 
property, including but not limited to infringement of copyright, trademark, trade dress, invasion 
of privacy violations, information theft, damage to or destruction of electronic information, 
release of private information, alteration of electronic information, extortion and network 
security. The policy shall provide coverage for breach response costs as well as regulatory fines 
and penalties as well as credit monitoring expenses with limits sufficient to respond to these 
obligations. 
 
If Coverage is written on a claims-made form, the following shall apply: 

 
1. The retroactive date must be shown, and must be before the date of the Agreement or the 
beginning of the Services. 
2.  Insurance must be maintained and evidence of insurance must be provided for a minimum of 
three (3) years after completion of the Services. 
3.  If claims-made coverage is canceled or non-renewed, and not replaced with another claims-
made policies form with a retroactive date prior to the effective date of the Agreement, 
CONTRACTOR must purchase an extended period of coverage for a minimum of three (3) years 
after completion of the Services. 
 

E. Technology Errors and Omissions Liability (aka Technology Professional Liability). 
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A. Limits of not less than $2,000,000 per occurrence or claim, with a $2,000,000 aggregate. 

Coverage shall be broad enough to respond to the duties and obligations to be undertaken by 
Contractor under this agreement, and shall include, but not be limited to the following coverages: 

 
i. Theft, dissemination and/or use of confidential or personally identifiable 

information (PII), including breach response costs, credit monitoring and 
regulatory fines and penalties from such theft, dissemination or use of the 
confidential information; 

 
ii. Network security liability arising from the unauthorized use of access to, or 

tampering with computer systems; 
 

iii. Liability arising from the failure of technology products (software) required under 
the contract for Contractor to properly perform the services intended;  

 
iv. Electronic Media Liability arising from personal injury, plagiarism or 

misappropriation of ideas, domain name infringement or improper deep-linking or 
framing, and infringement or violation of intellectual property rights;  

 
v. Liability arising from the failure to render professional services.  

 
If Coverage is written on a claims-made form, the following shall apply: 

 
1. The retroactive date must be shown, and must be before the date of the Agreement or the 
beginning of the Services. 
2.  Insurance must be maintained and evidence of insurance must be provided for a minimum of 
three (3) years after completion of the Services. 
3.  If claims-made coverage is canceled or non-renewed, and not replaced with another claims-
made policies form with a retroactive date prior to the effective date of the Agreement, 
CONTRACTOR must purchase an extended period of coverage for a minimum of three (3) years 
after completion of the Services. 

 
F. Commercial General Liability Insurance 

GENERAL OR PROFESSIONAL SERVICE PROVIDER shall take out and maintain during the 
life of the Agreement Automobile and General Liability Insurance that provides protection from 
claims which may arise from operations or performance under this Agreement. If GENERAL OR 
PROFESSIONAL SERVICE PROVIDER elects to self-insure (self-fund) any liability exposure 
during the contract period above $50,000, GENERAL OR PROFESSIONAL SERVICE 
PROVIDER is required to notify the District immediately. Any request to self-insure must first be 
approved by the District before the changed terms are accepted. GENERAL OR 
PROFESSIONAL SERVICE PROVIDER shall require any subcontractor or Professional Service 
Provider to provide evidence of liability insurance coverages. 

 
   The amounts of insurance shall be not less than the following: 
 
  $2,000,000/Occurrence, Bodily Injury, Property Damage -- Automobile. 
  $2,000,000/Occurrence, Bodily Injury, Property Damage -- General Liability. 
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 The following coverages or endorsements must be included in the policy(ies):    

 
1. The District, its Directors, officers, and employees are Additional Insureds in the 

policy(ies) as to the work being performed under the contract. 

2. The coverage is Primary and non-contributory to any other applicable insurance carried 
by the District. 

 
3. The policy(ies) covers contractual liability. 
 
4. The policy(ies) is written on an occurrence basis. 
 
5. The policy(ies) covers the District’s Property in Consultant’s care, custody, and control. 
 
6. The policy(ies) covers personal injury (libel, slander, and wrongful entry and eviction) 

liability. 
 
7. The policy(ies) covers explosion, collapse, and underground hazards. 
 
8. The policy(ies) covers products and completed operations. 
 
9. The policy(ies) covers the use of owned, non-owned, and hired automobiles. 
 
10. The policy(ies) and/or a separate pollution liability policy(ies) shall cover pollution 

liability for claims related to the release or the threatened release of pollutants into the 
environment arising out of or resulting from Consultant’s performance under this 
agreement. 

 
11. The policy(ies) will not be canceled nor the above coverages/endorsements reduced 

without 30 days written notice to East Bay Municipal Utility District at the address above. 
 

 
The policy(ies) will not be canceled nor the above coverages/endorsements reduced without 30 days written 
notice to East Bay Municipal Utility District at the address above.
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EXHIBIT C 
CONSULTING AND PROFESSIONAL 

SERVICES 
 

(Standard Consulting Agreement for 
Contracts $80,000 or Less – Revised 7/10/18) 

 
G. CONSULTING AND PROFESSIONAL  

H. SERVICES AGREEMENT FOR 

EAST BAY MUNICIPAL UTILITY DISTRICT 
 

(Project Title) 
 
 
THIS AGREEMENT is entered into this         day of (month), 201_, by and between the 
EAST BAY MUNICIPAL UTILITY DISTRICT, a public entity, herein called 
"DISTRICT" and (CONSULTANT'S FULL LEGAL NAME, BOLD, ALL CAPS 
followed by type of entity (a corporation, etc.)) herein called "CONSULTANT". 
 
 

I. WITNESSETH 

 
 
Whereas, DISTRICT requires consulting services to (need for project); and such services 
are authorized by Purchase Order No.                              ; and 
 
WHEREAS, CONSULTANT represents that it has the experience, qualifications, staff 
expertise, and where necessary, the required Department of Industrial Relations (DIR) 
registration to perform said services in a professional and competent manner; 
 
NOW, THEREFORE, it is mutually agreed by DISTRICT and CONSULTANT as 
follows: 
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1. Scope of Services. CONSULTANT agrees to furnish services as set forth in the Scope of 

Services attached hereto as Exhibit "A" and incorporated herein. The work to be 
performed pursuant to this Agreement shall be completed as outlined in the project 
schedule.   

 
2. Compensation. DISTRICT agrees to pay CONSULTANT for services under this 

Agreement according to the rates in attached Exhibit "B" and incorporated herein, 
provided that total costs shall not exceed the Agreement Ceiling of $(dollars). 
CONSULTANT certifies that the proposed rates reflect the payment of prevailing wage 
rates where applicable. 

 
3. Commencement of Work. This Agreement shall become effective upon execution of the 

second signature. CONSULTANT shall commence work upon receipt of DISTRICT's 
Notice to Proceed, which shall be in the form of a letter signed by DISTRICT's Project 
Manager. DISTRICT's Notice to Proceed will specify which tasks and/or optional 
services of the Scope of Services described in Exhibit “A” are authorized with ceiling 
prices within the Agreement Ceiling in paragraph 2 above. No work shall commence 
until the Notice to Proceed is issued. 

 
4. Billing and Payment. CONSULTANT shall invoice DISTRICT monthly for services 

rendered, setting forth a description of the costs incurred, the services performed, the date 
the services were performed, the amount of time spent on each date services were 
performed and by whom. CONSULTANT shall also provide any information which will 
assist DISTRICT in performing any audit of the invoices. CONSULTANT acknowledges 
that construction work on public works projects requires DIR registration and is subject 
to prevailing wage rates and includes work performed during the design and 
preconstruction phases of construction including, but not limited to, inspection and land 
surveying work. DISTRICT will pay CONSULTANT within thirty (30) days after receipt 
of a proper CONSULTANT invoice. CONSULTANT agrees to use every appropriate 
method to contain its fees and costs under this Agreement. 

 
5. Termination. This Agreement may be terminated by DISTRICT immediately for cause or 

upon 10 days written notice, without cause, during the performance of the work. 
 

If this Agreement is terminated CONSULTANT shall be entitled to compensation 
for services satisfactorily performed to the effective date of termination; provided, 
however, that DISTRICT may condition payment of such compensation upon 
CONSULTANT's delivery to DISTRICT of any and all documents, data, designs, 
drawings, report, manuals, photographs, computer software, videotapes, and other 
materials provided to or prepared by CONSULTANT in connection with this 
Agreement. Payment by DISTRICT for the services satisfactorily performed to the 
effective date of termination shall be the sole and exclusive remedy to which 
CONSULTANT is entitled in the event of termination and CONSULTANT shall 
be entitled to no other compensation or damages including, but not limited to, loss 
of anticipated profits, and expressly waives the same. Termination under this 
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Paragraph 5 shall not relieve CONSULTANT of any warranty obligations or the 
obligations under Paragraphs 6 and 10. 

 
6. Release of Information. CONSULTANT agrees to maintain in confidence and not 

disclose to any person or entity without DISTRICT's prior written consent, any trade 
secret or confidential information, knowledge or data relating to the products, process, or 
operation of DISTRICT. CONSULTANT further agrees to maintain in confidence and 
not to disclose to any person or entity any data, information, technology, or material 
developed or obtained by CONSULTANT during the term of this Agreement. The 
covenants contained in this paragraph shall survive the termination of this Agreement for 
whatever cause. 

 
7. Ownership of Materials Prepared. The originals of all computations, drawings, designs, 

graphics, studies, reports, manuals, photographs, videotapes, data, computer files, and 
other documents prepared or caused to be prepared by CONSULTANT or its 
subconsultants in connection with these services shall be delivered to and shall become 
the exclusive property of DISTRICT. DISTRICT is licensed to utilize these documents 
for DISTRICT applications on other projects or extensions of this project, at its own risk. 
CONSULTANT and its subconsultants may retain and use copies of such documents, 
with written approval of DISTRICT. 

 
8. Designation of Consulting Personnel. CONSULTANT agrees that all services under this 

Agreement shall be performed under the direction of (Consultant Project Manager's 
name). Any change of personnel by CONSULTANT shall have DISTRICT approval. 
DISTRICT contact throughout the period of this Agreement shall be (District Project 
Manager's name), Project Manager. 

 
9. Independent Contractor and Professional Responsibility of Consultant.   
 
 a. CONSULTANT is retained to render professional services only and all payments 

made are compensation solely for such services as it may render and recommendations it 
may make in carrying out the work. CONSULTANT is an independent consultant and 
not an employee of DISTRICT. CONSULTANT expressly warrants that it will not 
represent that it is an employee or servant of DISTRICT. CONSULTANT represents that 
it has all necessary licenses to perform the work and shall maintain them during the term 
of this Agreement. Acceptance by DISTRICT of the work performed under this 
Agreement does not operate as a release of CONSULTANT from its professional 
responsibility for the work performed. 

 
 b. It is further understood and agreed by the parties hereto that CONSULTANT in 

the performance of its obligations hereunder is subject to the control or direction of 
DISTRICT as to the designation of tasks to be performed, the results to be accomplished 
by the services hereunder agreed to be rendered and performed, and not the means, 
methods, or sequence used by the CONSULTANT for accomplishing the results. 
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 c. If, in the performance of this agreement, any third persons are employed by 

CONSULTANT, such person shall be entirely and exclusively under the direction, 
supervision, and control of CONSULTANT. All terms of employment, including hours, 
wages, working conditions, discipline, hiring, and discharging, or any other terms of 
employment or requirements of law, shall be determined by CONSULTANT, and 
DISTRICT shall have no right or authority over such persons or the terms of such 
employment. 

 
 d. It is further understood and agreed that as an independent contractor and not an 

employee of DISTRICT, neither the CONSULTANT nor CONSULTANT’s assigned 
personnel shall have any entitlement as a DISTRICT employee, right to act on behalf of 
DISTRICT in any capacity whatsoever as agent, nor to bind DISTRICT to any obligation 
whatsoever. CONSULTANT shall not be covered by DISTRICT’s worker’s 
compensation insurance; nor shall CONSULTANT be entitled to compensated sick leave, 
vacation leave, retirement entitlement, participation in group health, dental, life or other 
insurance programs, or entitled to other fringe benefits payable by DISTRICT to 
employees of DISTRICT. 

 
10. Indemnification 
 

CONSULTANT expressly agrees to defend, indemnify, and hold harmless 
DISTRICT and its Directors, officers, agents and employees from and against any 
and all loss, liability, expense, claims, suits, and damages, including attorneys' 
fees, arising out of or pertaining or relating to CONSULTANT's, its associates’, 
employees’, subconsultants’, or other agents’ negligence, recklessness, or willful 
misconduct, in the operation and/or performance under this Agreement. 

 
11. Time of the Essence. CONSULTANT agrees to diligently perform the services to be 

provided under this Agreement in accordance with the schedule specified herein. In the 
performance of this Agreement, time is of the essence. 

 
12. Notice. Any notice or communication given under this Agreement shall be effective 

when deposited postage prepaid with the United States Postal Service and addressed to 
the contracting parties as follows: 

 
 EBMUD 
 P. O. Box 24055 
 Oakland, CA 94623 
 Attn: (Contact Person) 

 
 (Consultant's Name) 
 (Address) 
 Attn:  (Contact Person) 
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Either party may change the address to which notice or communication is sent by 
providing advance written notice to the other party.  

 
13. Entire Agreement and Governing Law. This Agreement shall be governed by the laws of 

the State of California and constitutes the entire Agreement of the parties, superseding all 
prior agreements written or oral and superseding the reverse side of the purchase order, 
between them on the subject. 

 
14.  No Assignment or Modifications. This Agreement is to be binding on the successors and 

assigns of the parties hereto. The services called for herein are deemed unique and except 
as provided herein CONSULTANT shall not assign, transfer, subcontract, or otherwise 
substitute its interest in this Agreement or any of its obligations herein without the written 
consent of DISTRICT. This Agreement may be modified only by a written amendment 
signed by the parties. 

 
15.  No Waiver. The DISTRICT’S waiver of the performance of any covenant, condition, 

obligation, representation, warranty or promise in this Agreement shall not invalidate this 
Agreement or be deemed a waiver of any other covenant, condition, obligation, 
representation, warranty or promise. The DISTRICT’S waiver of the time for performing 
any act or condition hereunder does not constitute a waiver of the act or condition itself. 

 
16. No Discrimination. There shall be no discrimination in the performance of this contract,  

against any person, or group of persons, on account of race, color, religion, creed, national origin, 
ancestry, gender including gender identity or expression, age, marital or domestic partnership 
status, mental disability, physical disability (including HIV and AIDS), medical condition 
(including genetic characteristics or cancer), veteran or military status, family or medical leave 
status, genetic information, or sexual orientation. CONSULTANT shall not establish or permit 
any such practice(s) of discrimination with reference to the contract or any part. 
CONSULTANTS determined to be in violation of this section shall be deemed to be in material 
breach of this Agreement. 
 
Consultant shall abide by the requirements of 41 CFR §§ 60-1.4(a), 60-300.5(a) and 60-
741.5(a). These regulations prohibit discrimination against qualified individuals based on 
their status as protected veterans or individuals with disabilities, and prohibit 
discrimination against all individuals based on their race, color, religion, sex, sexual 
orientation, gender identity, or national origin in the performance of this contract. 
Moreover, these regulations require that covered prime contractors and subcontractors 
take affirmative action to employ and advance in employment individuals without regard to 
race, color, religion, sex, national origin, protected veteran status or disability.  
 
CONSULTANT shall include the nondiscrimination provisions above in all subcontracts. 

 
17. Conflict of Interest. CONSULTANT affirms that it does not have any 

financial interest or conflict of interest that would prevent CONSULTANT 
from providing unbiased, impartial service to the DISTRICT under this 
Agreement. 
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18.  Term. Unless terminated pursuant to Article 5 herein, this Agreement shall expire when 
  all tasks have been completed and final payment has been made by DISTRICT.  
 
(NOTE: do not have a page break leaving signatures by themselves) 

IN WITNESS WHEREOF, the parties hereto each herewith subscribe the same in 
duplicate. 
 
EAST BAY MUNICIPAL UTILITY DISTRICT 
 
By:     Date   

(Name),  
(Title) 

 
 
Approved As To Form 
 
By:        

for the Office of the General Counsel 
(Proc. 451 requires legal review and approval of contracts under $80,000 that do not 
conform to standard consulting agreement; otherwise, signature block may be deleted.)  
 
 
 
(CONSULTING FIRM'S NAME, ALL CAPS & BOLD)        
 
By:     Date   

(Name),  
(Title) 
 
 
 

Rev.7/10/1
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CERTIFICATE OF WORKERS’  
COMPENSATION INSURANCE 

THIS IS TO CERTIFY TO: East Bay Municipal Utility District (EBMUD) 
 Department:   
 Street Address:  375  11th Street, MS 702 
 Mailing Address:  P.O. Box 24055 
 City, State, Zip:  Oakland, CA  94623-1055 

THE FOLLOWING DESCRIBED POLICY HAS BEEN ISSUED TO: 

 District Purchase Order 
Number: 
(Completed by EBMUD) 

  

 Insured:        

 Address:        

         

LOCATION AND DESCRIPTION OF PROJECT/AGREEMENT: 

   
 

TYPE OF INSURANCE: Workers’ Compensation Insurance as required by California State Law. 

The Workers’ Compensation Carrier agrees to waive rights of recovery against District regardless of the applicability of any 
insurance proceeds, and to require all indemnifying parties to do likewise. All Workers’ Compensation coverage maintained 
or procured by permit Holder shall be endorsed to delete the subrogation condition as to District, or must specifically allow 
the named insured to waive subrogation prior to a loss. 

INSURANCE COMPANY:        

POLICY NUMBER:        

POLICY 
TERM: 

 From:        To:       

 The policy will not be canceled nor the above coverage reduced without 30 days written 
notice to East Bay Municipal Utility District at the address above. 
 
IT IS HEREBY CERTIFIED the above policy provides insurance as required by the 
agreement between East Bay Municipal Utility District at the Insured. 

  Signed:   

     

Date:        Firm:        

     

E-mail        Address:        

          

  Phone:        
“This certificate or verification of insurance is not an insurance policy and does not amend, extend, or alter the coverage afforded by the policies listed 
herein.  Notwithstanding any requirement, term or conditions of any contract or other document with respect to which this certificate or verification or 
insurance may be issued or may pertain, the insurance afforded by the policies described herein is subject to all the terms, exclusions, and conditions of 
the policies.” 
RM-017    3/26/10 UF020-29.doc 



 
 

 
CERTIFICATE OF PROFESSIONAL LIABILITY INSURANCE 

THIS IS TO CERTIFY TO: East Bay Municipal Utility District (EBMUD) 
 Department:        
 Street Address:        
 Mailing Address:        
 City, State, Zip:        

THE FOLLOWING DESCRIBED POLICY HAS BEEN ISSUED TO: 

 District Contract Number:                                                                                                                                

 Insured:        

 Address:        

          
    

LOCATION AND DESCRIPTION OF PROJECT/AGREEMENT: 

        
 

TYPE OF INSURANCE: Professional Liability/Errors and Omissions  (If coverage on an occurrence basis, the 
coverage must be maintained for an additional year following termination of the 
contraction; If Claims Made Basis, need a three year tail) 

MINIMUM LIMITS OF LIABILITY: $1,000,000 each claim and in the aggregate. 

INSURANCE COMPANY:        

POLICY NUMBER:        

POLICY TERM:  From:        To:        

 The policy will not be canceled nor the above coverage reduced without 
30 days written notice to East Bay Municipal Utility District at the 
address above. 
 
IT IS HEREBY CERTIFIED the above policy provides insurance as 
required by the agreement between East Bay Municipal Utility District 
and the Insured. 

  Signed:   
   Authorized Signature of Broker, Agent, or Underwriter  
     
Date:        Firm:        

     

  Address:        

          

     
  Phone:        
“This certificate or verification of insurance is not an insurance policy and does not amend, extend, or alter the coverage afforded by the 
policies listed herein.  Notwithstanding any requirement, term or condition of any contract or other document with respect to which this 
certificate or verification of insurance may be issued or may pertain, the insurance afforded by the policies described herein is subject to all 
the terms, exclusions, and conditions of the policies.” 
RM-018     8/11 UF020-33.doc 



 
 

 
CERTIFICATE OF CYBER LIABILITY AND PRIVACY 

COVERAGE 
THIS IS TO CERTIFY TO: East Bay Municipal Utility District (EBMUD) 
 Department:        
 Street Address:        
 Mailing Address:        
 City, State, Zip:        

THE FOLLOWING DESCRIBED POLICY HAS BEEN ISSUED TO: 

 District Contract Number:                                                                                                                                

 Insured:        

 Address:        

          
    

LOCATION AND DESCRIPTION OF PROJECT/AGREEMENT: 

        
 

TYPE OF INSURANCE: Cyber Liability and Privacy Coverage  (If coverage on an occurrence basis, the 
coverage must be maintained for an additional year following termination of the 
contraction; If Claims Made Basis, need a three year tail) 

MINIMUM LIMITS OF LIABILITY: $2,000,000 each claim and in the aggregate. 

INSURANCE COMPANY:        

POLICY NUMBER:        

POLICY TERM:  From:        To:        

 The policy will not be canceled nor the above coverage reduced without 
30 days written notice to East Bay Municipal Utility District at the 
address above. 
 
IT IS HEREBY CERTIFIED the above policy provides insurance as 
required by the agreement between East Bay Municipal Utility District 
and the Insured. 

  Signed:   
   Authorized Signature of Broker, Agent, or Underwriter  
     
Date:        Firm:        

     

  Address:        

          

     
  Phone:        
“This certificate or verification of insurance is not an insurance policy and does not amend, extend, or alter the coverage afforded by the 
policies listed herein.  Notwithstanding any requirement, term or condition of any contract or other document with respect to which this 
certificate or verification of insurance may be issued or may pertain, the insurance afforded by the policies described herein is subject to all 
the terms, exclusions, and conditions of the policies.” 
RM-018     8/11 UF020-33.doc 



 
  

CERTIFICATE OF TECHNOLOGY ERRORS AND OMISSIONS 
LIABILITY COVERAGE 

THIS IS TO CERTIFY TO: East Bay Municipal Utility District (EBMUD) 
 Department:        
 Street Address:        
 Mailing Address:        
 City, State, Zip:        

THE FOLLOWING DESCRIBED POLICY HAS BEEN ISSUED TO: 

 District Contract Number:                                                                                                                                

 Insured:        

 Address:        

          
    

LOCATION AND DESCRIPTION OF PROJECT/AGREEMENT: 

        
 
TYPE OF INSURANCE: Technology Errors and Omissions Coverage. If coverage is a Claims Made Basis, the following 

shall apply: 
1. The retroactive date must be shown, and must be before the date of the Agreement or the  
    beginning of the Services. 
2. Insurance must be maintained and evidence of insurance must be provided for a minimum of  
    three (3) years after completion of the Services. 
3. If claims-made coverage is canceled or non-renewed, and not replaced with a another claims- 
    made policies form, with a retroactive date, prior to the effective date of the Agreement, Insured  
    must purchase an extended period of coverage for a minimum of three years after completion  
    of the Services. 

MINIMUM LIMITS OF LIABILITY: $2,000,000 each occurrence or claim with a $2,000,000 aggregate. 

INSURANCE COMPANY:        

POLICY NUMBER:        

POLICY TERM:  From:        To:        

 The policy will not be canceled nor the above coverage reduced without 30 days 
written notice to East Bay Municipal Utility District at the address above. 
IT IS HEREBY CERTIFIED the above policy provides insurance as required by the 
agreement between East Bay Municipal Utility District and the Insured. 

  Signed:   
   Authorized Signature of Broker, Agent, or Underwriter  
     
Date:        Firm:        

     

  Address:        

          

     
  Phone:        
“This certificate or verification of insurance is not an insurance policy and does not amend, extend, or alter the coverage afforded by the policies listed 
herein.  Notwithstanding any requirement, term or condition of any contract or other document with respect to which this certificate or verification of 
insurance may be issued or may pertain, the insurance afforded by the policies described herein is subject to all the terms, exclusions, and conditions of the 
policies.” 
RM-018     11/18 UF020-33.doc 



 

 

 
 

CERTIFICATE OF COMMERCIAL GENERAL AND 
AUTO LIABILITY INSURANCE  

 
THIS IS TO CERTIFY TO: 

 
 

East Bay Municipal Utility District (EBMUD) 
Department:       
Street Address:       
Mailing Address:       
City, State, Zip:       
  

 

THE FOLLOWING DESCRIBED POLICY HAS BEEN ISSUED TO: 
District Contract Number:       
Insured:       
Address:       

 

  
LOCATION AND DESCRIPTION OF PROJECT/AGREEMENT:  
 

      
 
TYPE OF INSURANCE: Commercial General and Automobile Liability Coverage/Endorsements as required by agreement. 
LIMITS OF LIABILITY:  
 (MINIMUM) $2,000,000/Occurrence, Bodily Injury, Property Damage-General Liability 
   $2,000,000/Occurrence, Bodily Injury, Property Damage-Auto Liability   

SELF INSURED RETENTION ($):   (Auto)                                    (GL)                                                   (if applicable)   
 Aggregate Limits   (AUTO)                         (GL)                                 (if applicable) 

              

INSURANCE COMPANY(IES):   (Auto)                                        (GL)        
POLICY NUMBER(S):   (Auto)                                                          (GL)       
POLICY TERM:    From: (Auto)             (GL)       To: (Auto)                              (GL)       

 
THE FOLLOWING COVERAGES OR ENDORSEMENTS ARE INCLUDED IN THE POLICY(IES): 
 

 1.  The District, its Directors, Officers and Employees are Additional Insureds in the policy(ies) as to work being performed 
under this agreement.              ENDORSEMENT NO.       

 
 2.  The coverage is Primary and non-contributory to any other applicable insurance carried by the District. 
 
 3.  The policy(ies) covers contractual liability. 
 
 4.  The policy(ies) is written on an occurrence basis. 
 
 5.  The policy(ies) covers District’s Property in Consultant’s care, custody and control. 
 
 6.  The policy(ies) covers personal injury (libel, slander, and wrongful entry and eviction) liability. 
 
 7.  The policy(ies) covers explosion, collapse, and underground hazards. 
 
 8.  The policy(ies) covers products and completed operations. 
 
 9.  The policy(ies) covers the use of owned, non-owned and hired automobiles. 
 
10.  The policy(ies) and/or a separate pollution liability policy(ies) shall cover pollution liability for claims related to the 

release or the threatened release of pollutants into the environment arising out of or resulting from Consultant’s 
performance under this agreement. 

 
11.  The policy(ies) will not be canceled nor the above coverages/endorsements reduced without 30 days written notice to 

East Bay Municipal Utility District at the address above. 
 
IT IS HEREBY CERTIFIED that the above policies provide liability insurance as required by the agreement between the 
East Bay Municipal Utility District and the insured. 
 

Signed     Firm       
Address        Date       
        Phone       
     

 

RM 015  •  8/11 UF020-30.doc 


	Information Technologies Vulnerabilities Assessment RFP
	I. STATEMENT OF WORK
	A. SCOPE
	B. PROPOSER QUALIFICATIONS
	C. SPECIFIC REQUIREMENTS
	D. DELIVERABLES / REPORTS

	II. CALENDAR OF EVENTS
	III. DISTRICT PROCEDURES, TERMS, AND CONDITIONS
	A. RFP ACCEPTANCE AND AWARD
	B. EVALUATION CRITERIA/SELECTION COMMITTEE
	C. PRICING
	D. INVOICING

	IV. RFP RESPONSE SUBMITTAL INSTRUCTIONS AND INFORMATION
	A. DISTRICT CONTACTS
	B. SUBMITTAL OF RFP RESPONSE
	C. RESPONSE FORMAT
	EXHIBIT A
	PROPOSER INFORMATION AND ACCEPTANCE
	REQUIRED DOCUMENTATION AND SUBMITTALS

	EXHIBIT B

	D. Cyber Liability Insurance
	E. Technology Errors and Omissions Liability (aka Technology Professional Liability).
	F. Commercial General Liability Insurance
	1. The District, its Directors, officers, and employees are Additional Insureds in the policy(ies) as to the work being performed under the contract.
	EXHIBIT C

	G. CONSULTING AND PROFESSIONAL
	H. SERVICES AGREEMENT FOR
	I. WITNESSETH


	Certification of Workers Comp  Insurance w Subro Waiver
	Certificate of Professional Liability Insurance 8-11
	CERTIFICATE OF PROFESSIONAL LIABILITY INSURANCE

	CERTIFICATE OF CYBER LIABILITY AND PRIVACY COVERAGE
	CERTIFICATE OF CYBER LIABILITY AND PRIVACY COVERAGE

	CERTIFICATE OF TECHNOLOGY ERRORS AND OMISSIONS LIABILITY COVERAGE
	CERTIFICATE OF TECHNOLOGY ERRORS AND OMISSIONS LIABILITY COVERAGE

	Certificate of General and Auto Liability Insurance 
	CERTIFICATE OF COMMERCIAL GENERAL AND AUTO LIABILITY INSURANCE


